NHOOPMALUMNOHHAA NMAMATKA
AnA OBYHARLWMXCA ANA PASMELLEHUA
HA OPVLNATIBHBIX MHTEPHET-PECYPCAX

C kaxadbiM rogoM MOJSIOAEXM B MHTEpPHETEe CTaHOBUTLCHA Bonblue, a LUKOMbHUKU OOHWU U3
caMbIX aKkTMBHbIX nonb3oBatenen PyHeTa. Mexagy Tem, NOMMMO OrpOMHOr0O Konu4ecrsa
BO3MOXHOCTEN, WHTEpPHET HeceT W npobnembl. 3Ta NamsaTka JOSbkHa nomoyvb Tebe
6e3onacHO HaxoauTbCS B CETMU.

KomnbloTepHble BUPYChI

KomnbloTEpHbIN BUPYC - 3TO PasHOBUAHOCTb KOMMbLIOTEPHbLIX MPOrpamMm, OTIIMYUTENbHON
OCODEHHOCTbLIO KOTOPOWN ABMNSETCH CMNOCOBHOCTb K pa3MHOXeHUo. B gononHeHne Kk atomy,
BMPYCbl MOryT MOBpeauTb WU MOMHOCTbIO YHUYMTOXUTb BCe (pavnbl U OaHHble,
NOOKOHTPOSbHbIE MOMb30BaTENto, OT MMEHM KOToporo 6Obina 3anylweHa 3apaxeHHas
nporpamMmma, a Takke noBpeauTb UMK JaXe YHUYTOXUTb OnepaumoHHY CUCTEMY CO BCEMMU
dannamu B uenom. B 6onbLUINHCTBE CryvyaeB pacnpoCTPaHATCHA BUPYChl Yepes UHTEPHET.
MeToabl 3aWnTbl OT BPEAOHOCHbLIX NporpamMm:

1. Ncnonb3yn coBpeMeHHble OnepaunoHHbleE CUCTEMbI, MMEKLNe cepbesHbii YPOBEHb
3aluTbl OT BPEJOHOCHbIX NporpamMm;

2. lMocTtoaHHO ycTaHaBnMBan na4vtM (UUdpPOoOBbLIE 3annaTky, KOTOpble aBTOMaTU4eCKu
yCTaHaBnMBalTCA C uUenbo JopaboTkM nporpammbl) U Apyrne OOBHOBIEHUSI CBOEW
onepaumnoHHon cuctembl. CkaumBan Ux TONbKO ¢ odmumanbHoro canta paspabotymka OC.
Ecnu cywecTtByeT pexvm aBToMaTtuyeckoro 0GHOBNEHUS, BKINOYM €ro;

3. PaboTai Ha cBoeM KOMMbIOTEpe Nno npaBamu norb3oBaTtens, a He agMUHUCTpaTopa. ATo
He no3BONMUT OOMNbLIMHCTBY BPEOOHOCHbLIX MporpaMM WMHCTanIMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEpE;

4. Wcnonb3yh aHTUBUPYCHblEe NpPOrpaMMmHble MNPOAyKTbl WU3BECTHbIX Npou3BoAuTEnEen, C
aBTOMaTU4eckuMm obHoBreHnem 6as;

5. OrpaHunyb punsnyecknin 4OCTYMN K KOMMbIOTEPY OS5 NOCTOPOHHUX NUL,;

6. Micnonb3yn BHeLWHWe HOCUTENW MHOpMauuUK, Takue Kak drewka, AUCK unu gann ms
NHTEpPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB,

7. He oTKpbIiBan KOMMNbIOTEPHbIE (hanrbl, MOMyYEeHHbIE U3 HEHAAEXHbIX NCTOYHMKOB. [axe Te
dannbl, KOTOpble NpUcran TBOW 3HAKOMbIW. Jlydlle yTOYHW y Hero, oTnpasnsan nu oH Tebe
nX.

Cetn WI-FI

Wi-Fi - 3T0 He BMA nepefayun AaHHbIX, HE TEXHOMOMMSA, a BCero nuwb 6peHa, mapka. Ewe B
1991 roay HMAepnaHackas komnaHua 3apermctpmpoBana 6perng "WECA", yto o6o3Havano
cnoBocoyeTaHue "Wireless Fidelity”, koTopbi nepeBoanTCA Kak "6ecnpoBogHas TOYHOCTL".
[o Hawero BpemeHn powna pgpyrad abbpeBuatypa, KoTopasi SABMAAETCS TaKOW Xe
TexHonornen. 3to abbpesnatypa "Wi-Fi". Takoe HasBaHWe ObIIO JaHO C HAaMEKOM Ha
CTaHOapT BbICLUEN 3BYKOBOM TeXHUKKN Hi-Fi, 4TO B nepeBoe 03HavaeT "BblCOKad TOYHOCTbL".
[a, 6ecnnaTHbIn MHTEPHET-AOCTYN B Kade, oTenax M aspornoprtax siBASeTCA OTNYHOWN
BO3MOXHOCTbIO BbiX04a B MHTEpHET. HO MHOrme akcnepTbl CYMTAKOT, YTO 0OLEeAOoCTYrNHbIEe
Wi-Fi ceTn He aBnstoTca 6e3onacHbIMN.



CoBeTbl No 6esonacHocTM paboTkl B 06LeaocTynHbIX ceTax Wi-fi:

1. He nepegasan cBO NUYHYO MHGOpMauuto Yepes obuenoctynHble Wi-Fi cetn. PaboTas
B HUX, XenaTenbHO He BBOAMTb Naponu A0CTyna, NornHbl U KakMe-To HoMepa;

2. Ncnonb3yn n oBHOBNAW aHTMBUPYCHble MporpaMmmbl U 6paHamayep. TeM cambiM Thbl
obesonacub cebs OT 3aKkayku BUpyca Ha TBOEe YCTPOWNCTBO;

3. Mpwu ucnonbzosaHum Wi-Fi oTknioum yHkumio "O6Lwmin ocTyn K pannam n npuHtepam”.
[daHHas yHKUMS 3aKpbiTa NO YMOMYaHUIO, OAHAKO HEKOTOpble NONb3oBaTeNu akTUBUPYIOT
ee anga ygobcrea ncnonb3oBaHus B pabote nnu yvebe;

4. He ucnonb3yn nybnuyHbii WI-FI ana nepegayun nNuyHbIX aHHbIX, HAaNpUMep Ans Bbixoda
B COUManbHble CETU UMK B 3MEKTPOHHYIO MOYTY;

5. icnonb3ym TonbKo 3almileHHoe coegmHenmne yepe3 HTTPS, a He HTTP, T.e. npu Habope
Beb6-agpeca BBoan umeHHo "https://";

6. B MoBbunbHOM TenedoHe oTknoumn dyHkumo "TogkntoyeHne Kk Wi-Fi asTomatmnyeckun”. He
Aonyckan aBToMaTUYECKOro NoaKIYeHus yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.
CoumansHble ceTu

CoumnanbHble ceTu aKkTUBHO BXOASAT B Hally >XM3Hb, MHOIMe niogn paboTalroT U XMBYT Tam
NOCTOSAHHO, a B Facebook yxe 3apernctpuposaH Munnuapg YernoBek, YTO SBNAETCS O4HOM
cegbMOW BCex XuTteneun nnaHetol. MHOrMe nonb3oBaTtenu He NOHUMAIOT, YTO MHGOpMaLUNS,
pasMelleHHas UMK B couMarnbHbIX CeTAX, MOXeT OblTb HavgeHa M MCMOonb3oBaHa Kem
yrogHo, B TOM 4ucrie He obsa3aTenbHO ¢ BrnaruMm HamepeHUaMu.

OcHoBHble coBeTbl N0 6e30MacHOCTU B coLMaribHbIX CeTAX:

1. OrpaHnyb cnucok apysen. Y 1ebs B Apy3bAX He JOMKHO OblTb Criy4anHbIX U HE3HAKOMbIX
noaeun;

2. 3awmuian cBo YacTHYHO XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, aTty TBOero
POXOEHUA U APYry NMUYHY0 UHOPMaUUIO. 3rOYMBbILLIIEHHUKA MOTYT UCMOMb30BaTb Aaxe
NHOpMaLNo O TOM, Kak Tbl U TBOV POAUTENM MNaHUpyeTe NPpOBECTU KaHUKYbI;

3. 3awmian cBot penyTaumio - 4EPXN ee B YNCTOTE U 3afaBan cebe Bonpoc: xoten 6bl Thl,
4yTO6bI ApYyrve nonb3oBaTenu BUAENN, YTO Thl 3arpyxaelb? Nogyman, npexae Yem 4To-To
onybnunkoBaTb, HanNUcaTb U 3arpy3unTb;

4. Ecnn Tbl roBOPULLIL C NOABMU, KOTOPbIX HE 3Haellb, HE UCMOMb3yN CBOE peanbHoe UMS U
APYryto NIMYHYI0 MHpOpMaLUN: NMSA, MECTO XUTENbCTBA, MECTO y4ebbl U npoyee;

5. N3beran pasmelyeHnsa dotorpacun B MHTepHeTe, rae Tbl M306paxeH Ha MeCcTHOCTU, Mo
KOTOPOW MOXHO onpeaenntb TBOe MECTOMOSIOXEHMNE;

6. MNpu pernctpaumm B couumanbHOM CETU HEODOXO4MMO WCMONb30BaTb CIOXHbIE NapoOnu,
cocTosilme nu3 BykB 1M LUP 1 C KONIMYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHOW cCeTW, NMoYTbl U OPYrMX CanWTOB HeoBXOAMMO WUCMOMb30BaTb pasHble
naponu. Torga ecnu Teba B3NOMalOT, TO 3MIOYMbILLSIEHHUKA MNONyyYaT AOCTYN TOMbKO K
OAHOMY MeCTy, a He BO BCce cpasy.

OnNEeKTPOHHbIE AEHbIN

ONEKTPOHHbIE [eHbrN - 3TO OYeHb YAOOHbIN cnocob® nnaTexew, OOHAKO CyLLEeCTBYHOT
MOLLEHHMKW, KOTOPbIE XOTAT NOSYYUTb 3TU AEHDLIN.

ONEKTPOHHbIE AEHbIN MNOSIBUNIMCb COBCEM HELAaBHO U MMEHHO M3-3a 3TOr0 BO MHOIMMX
rocygapctBax 4o CUX NOp He NPONUCaHO MPO HUX B 3aKOHaX.



B Poccumn xe oHU oyHKLMOHMPYIOT U O HUX YKe NPOMNMCaHo B 3aKOHe, rae ux pasgenstoT Ha
HECKOJSIbKO BUOOB - aHOHUMHbIE U HE aHOHWMHbIEe. PasHuua B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOPbIX paspellaeTcs nposoauTb onepauun 6e3 naeHtudukaumm nonb3oBaTtens, a B
HeaHOHMMHbIX MAEHTUdUKaLNS nonb3oBaTens asnseTcs oba3aTensHoON.

Takke cnegyeT pasnuyaTtb 3NEKTPOHHbIE (uaTHble AeHbrn (paBHbl rocygapCTBEHHbLIM
BantoTam) 1 3NeKTPOHHble HeduaTHble AeHbMN (He paBHbl FOCY4apCTBEHHbLIM BanoTam).
OcHoBHble coBeTbl No 6e3onacHon paboTe C 3NEKTPOHHbIMWN AeHbraMu:

1. MpuBsxKN K cyeTy MOOWMbHLIN TenedoH. 3To caMbli yAOBHbIM U BbICTPbIA CNOCO6
BOCCTAHOBUTb AOCTYN K c4yeTy. [1pMBA3aHHbIN TenedoH NoMOXeT, ecnn 3abyaelwb CBOW
nraTeXxHbl Naposib UK 3anellb Ha CanT C HE3HAaKOMOro YCTPOWCTBA;

2. Vicnonb3yn ogHopasoBble naponu. [locne nepexoga Ha YCUIEHHYKO aBTopu3auuio Tebe
yXe He ByaeT yrpoxaTb OMacHOCTb Kpaxu Unn nepexsaTta NrnaTexHoro napons;

3. Bbibepu cnoxHbelvi naposnb. [NpectynHukam 6ygeT He NpOCTO yragatb CMOXHbIW Naporib.
HapexHble naponu - 3To naponu, KoTopble cogepXaTt He MeHee 8 3HaKOB U1 BKNoYakoT B cebs
CTPOYHbIE U NPOMNUCHbIE BYKBbI, LMMPbI 1 HECKOSTbKO CUMBOJSIOB, Takne Kak 3HaK gonnapa,
dyHTa, BOoCcKnMUaTenbHbIV 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NMYHbIE J@HHbIE HA calTax, KOTOPbIM He JoBepseLlb.

OneKTpoHHas noyta

ONeKTpOoHHasa noyTa - 3TO TEXHONOrMs 1 npefocTaBnsemMble € YCnyrn rno nepecbinke u
MONYyYEeHUIO 3MEKTPOHHBLIX COOBLLEHWI, KOTOPblEe pacnpedensatTcs B KOMMbIOTEPHOW CeTH.
OObl4HO  3NEKTPOHHbIN  MOYTOBLIA  AWMK  BbIMSAUT  cnegyowmMm  obpasom:
UMs_nonb3oBaTend@uMs_fioMeHa. Takke KpoMe nepefadn npocTtoro TekcTa, MMeeTcs
BO3MOXHOCTb nepefasartb aunsbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C dNeKTPOHHOW MOYTOMN:

1. Hago BbIGpaTb MpaBunbHbIM MOYTOBLIN CepBUC. B MHTEpHETe eCTb OrpOMHbIA BbIGOP
BecnnaTHbIX NMOYTOBbLIX CEPBUCOB, OAHAKO Iydlle A0BEePATb TEM, KOro 3HaeLlb U KTO NepBbIn
B PENTUHrE;

2. He ykasbiBall B NMYHOW nouTe NU4YHY0 MHopmauuio. Hanpumep, nydwe Bbibpatb
"My3blKanbHbIN_(haHaT@" unu "pok2013" BmecTo "Temal3l";

3. Vicnonb3yi aByxaTanHy aBTopusaunio. ATo Korga NnoMMMO Napornsi HYXXHO BBOAUTL Kof,
npucblnaemsin no SMS;

4. Bblbepu crnoxHbI naposib. [Ans KaXxaoro noYToBOro siLuka OormkeH 6biTb CBON HAAEXHbIN,
YCTONYMBBLIV K B3rIOMY Nnaporib;

5. EcnM ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW JfWYHbLIA BOMPOC, UCMOSb3yn 3Ty
BO3MOXHOCTb;

6. Ncnonb3ym HEeCKONbKO MOYTOBbIX sAWMKoB. [lepBbln ONA 4acTHOW nMepenuckn c
agpecatamMmu, KOTOPbIM Tbl JOBepsiellb. ATO SNEKTPOHHbLIN agpec He Hago UCMNOoNb30BaThb Mpu
perncTpaunmn Ha oopymax n cantax;

7. He oTkpbiBaKn hannbl 1 gpyrue BroXeHus: B NMCbMax, A4axe ecrn OHU NPpULLNN OT TBOUX
Apy3sen. Jlyyile yTouHu y HUX, OTNpaBnanuv v oHn Tebe atu pannel;

8. lNocne okoH4YaHMAa paboThbl HA NOYTOBOM CEepBUCE Nepes 3akpbITUEM BKNaaKu C CAanToM He
3abyab HaxaTb Ha "Bbintn".

KnbepbynnuHr nnu BupTyanbHoOe n3gesaTenbCcTBo



KnbepbynnuHr - npecnegoBaHne coobLLeHnsMn, cogepxallimmm ockopbreHus, arpeccuio,
3anyrmBaHue; XyruraHcTBo; couumanbHoe 60MKOTMpPOBaHWE C MOMOLLBK  PasfinyHbIX
NHTEpPHET-CEePBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kMbepbynnmHrom:

1. He 6pocancsa B 60n. Jlyywmin cnocob: nocoBeToBaTbCH Kak cebst BeCTU U, eCnun HeT Toro,
K KOMYy MOXHO 06paTuTbCs, TO BHayane YCnokouTbCcs. Ecnu Tbl HavHelwb oTBevaTtb
ockopbrieHnAMN Ha ocKopbNeHns, TO TOMNbKO elle BonbLue pasoXKeLllb KOHAIUKT;

2. Ynpasnsamn ceoen knbeppenytaumen;

3. AHOHMMHOCTb B ceTu MHUMas. CyLecTBYIOT CNOCOObI BLIACHUTL, KTO CTOUT 3@ aHOHUMHbIM
aKKkayHTOM;

4. He cTonT BECTM XyNUraHcknin obpas BUpTyanbHOMW Xu3HN. IHTepHeT bukcmMpyeT Bce TBOU
OENCTBUS U COXPaHSET uX. YoanuTb ux byaet KpavHe 3aTpyaHUTENbHO;

5. Cobniogan cBot BUPTYyarbHYO YeCTb CMOSIOAY;

6. NrHopupyn eanHunyHbIi Heratms. OgHopasoBble OCKOPOUTEmNbHbIE COOBLEHUS nydlle
nrHopmposaTb. OBbI4HO arpeccus npekpalLaeTcs Ha HavYanbHOW cTaguu,

7. Ban arpeccopa. B nporpammax obMeHa MrHOBEHHbIMU COOBLLEHUAMW, B COUMArnbHbIX
CETAX eCTb BO3MOXHOCTb BNOKMPOBKM OTNPaBKM COOBLLEHNI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBugetenb knbepbynnuHra. TBOW OENCTBMA: BbICTYNUTbL NPOTUB
npecnegosartens, nokasaTb emMy, YTO ero AenCTBUS OLEHUBAKTCA HeraTMBHO, nNogaepXxatb
XepTBYy, KOTOPOW HYyXHa Mcuxoriornyeckas nomMollb, cOOOWMTbL B3pPOCMNbIM O dakTe
arpeccrBHOrO NoBeAeHUs B CETMU.

MobunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI U NaHWeTbl coaepxaT B cebe BrnomnHe B3pocnbin oyHKLMOHa,
N Tenepb OHWM MOTYT KOHKYpPMpPOBaTb CO CTauuoHapHbIMU KoMMbioTepamu. OgHako, cpeacTs
3aWuTbl 4na Nog0OHbIX YCTPOMUCTB MoKa 0O4eHb Mano. TecTupoBaHue 1 NOUCK YSI3BUMOCTEN
B HMX MPOMUCXOOUT He Tak MHTEHCUBHO, Kak anga K, To xe camoe kacaeTcs U MOBUMNbHbIX
NPUITOXEHNN.

CoBpeMeHHble MobunbHble Bpaysepbl yxXe NpakTUYecKu AOorHanu HacTOofbHble aHanoru,
O[HaKo pacwmpeHue yHKLMOHana snevyet 3a cobon 6OMbLUYD CNOXHOCTb U MEHbLLUYHO
3aLULLEHHOCTb.

[daneko He Bce npousBOAUTENW BbiNycKaloT OOHOBMEHMUS, 3akpblBalLLMe KpUTUYEecKue
YSI3BUMOCTM AN CBOUX YCTPOUCTB.

OcHoBHble coBeTbl Anda 6e3onacHOCTU MOBUNBHOro TenedoHa:

Huyero He aBnsieTcs no-Hactoswemy GecnnatHbiM. Byab ocTopoxeH, Beab korga tebe
npegnaratT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT BbITb CKPbITbI KakMe-TO MraTHbIe YCryru;
Ayman, npexge yem otnpaBuTb SMS, oTO nnmn Buaeo. Tbl TOYHO 3HaeLWb, rae OHM ByayT B
KOHEYHOM uTore?

Heobxoanmo oBHOBNAATE ONepauMoHHY0 CUCTEMY TBOEro CMapTdOHa;

Mcnonb3yn aHTMBUPYCHbIE NPOrpamMmbl 45151 MOBUIbHbIX TenedOHOB;

He 3arpyxan npunoxeHus OT HEM3BECTHOrO0 WCTOYHWKA, Bedb OHW MOryT coAepxaTb
BPeAOHOCHOEe nporpammMmHoe obecrneyeHue;

Mocne Toro Kak Tbl BblAeLb C canTa, rae BBOAWUI NNYHYO MHGOpMaL Mo, 3aian B HACTPOMKK
Opaysepa u yganu cookies;

[Nepuoanyeckn NpoBepsiv, Kakne nraTtHble YCryrn akTMBMPOBaHbl HA TBOEM HOMEPE;



Hasan cBon HoMep MOBMNbHOro TenedoHa TOMbKO MOAAM, KOTOPbIX Tbl 3Haellb U KOMY
AoBepsiellb;

Bluetooth gomkeH ObITb BbIKMOYEH, KOrga Tbl UM He nonb3yewbes. He 3abbiBan nHoraa
npoBepsTb 3TO.

Online vrpbl

CoBpeMeHHble OHMaWH-Urpbl - 39TO  KpacoYHble, 3axBaTblBalOLne pasBrieyeHus,
06 beguHSALLME COTHU ThICSY YerioBeK No Bcemy Mupy. rpoku nccnenytoTt AaHHbIA UM MUp,
obLwatTca Apyr C ApYroMm, BbIMOMHAT 3a4aHNs, CpaxarTcs C MOHCTPaMU U NMOSy4atoT OnbIT.
3a yooBonNbCTBME OHW NNATAT: MNOKynatT AMCK, onnadnsaroT aboHeMeHT unun npunobpetatot
Kakue-To onuumu.

Bce aTu cpeacTtsa nayT Ha nogaepxaHue 1 pasBuTUE Urpbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLUEHCTBYIOTCH CUCTEMbl aBTOPM3auuK, BbINyCKaOTCA HOBble natum (UmMdpoBbie
3annaTku ansa nporpamMmm), 3akpblBatoTCA YA3BUMOCTUN CEPBEPOB.

B nogo6HbIX urpax cToMT onacaTbC He CTONbKO CBOMX COMEPHUKOB, CKOMbKO KpaXun TBOEro
napons, Ha KOTOPOM OCHOBaHa cMcTema aBTopusaunmn 60nNbLUIMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UPOBOIrO akKayHTa:

1. Ecnu gpyrou urpok Beget cebs nrnoxo nnu cosgaet Tebe HenpusATHOCTU, 3abroKUpyn ero
B CMMNCKE UrPOKOB,;

2. MNoxanynca agMuHUCTpaTopamM Urpbl Ha Mroxoe NnoBedeHne 3TOro Urpoka, XeratesibHO
NPUNOXUTb KakMe-TO JoKasaTernbCTBa B BUAe CKPUHOB;

3. He ykasbiBaun nnyHyo nHgopmaLmio B npodanrse urpbl;

4. YBaxaun gpyrux y4acTHUKOB Mo urpe;

5. He yctaHaBnuBan HeouumanbHble naTtyn U Mogbl;

6. Vicnonb3yi CrioXxHble 1 pasHble naponu,

7. Daxe BO BpeMS Urpbl HE CTOUT OTKIMOYaTb aHTUBUPYC. [oKa Tbl Urpaellb, TBOW KOMMNbIOTEP
MOryT 3apasuTb.

PULIMHT K Kpaxka JIMYHbBIX SaHHbIX

OO6bIvHOM Kpaken AeHer N JOKYMEHTOB CErofHS YK€ HUKOro He yaAuBWLLb, HO C pasBuUTMEM
NHTEPHET-TEXHOMNOMMA 3IOYMbILUNEHHUKM MNEePeMeCTUNINCb B WHTEPHET, W NpoJosnKaroT
3aHMMaTbes "NOUMBbIM" OESTOM.

Tak nosgBunacb HOBasi yrpos3a:. MHTEPHET-MOLUEHHMYECTBA WNW OULUKUHF, rraBHasi Uenb
KOTOPOro COCTOUT B MOSyYEHUN KOHpUOEHUManbHbIX AaHHbIX NOSfib3oBaTeNen - JIOrMHOB U
naponeu. Ha aHrnuickom s3bike phishing untaetcs kak puwmnHr (ot fishing - peibHasa noens,
password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegm 3a cBouMM akkayHTOM. Ecnv Tbl nogo3peBaeLlb, YTO TBOS aHKeTa bbifia B3flomaHa,
TO HeobxoanMo 3abriokmpoBaTb €e U COOOWMTL aaMUHUCTpaTopaM pecypca 06 3TOM Kak
MOXHO CKopee;

2. Ncnonb3yn 6es3onacHble Beb-canThl, B TOM 4YUCMEe, UHTEPHET-MarasmHOB M MOUCKOBbIX
cucTem;

3. Wcnonbayin cnoxHble U pasHble naponu. Takum obpasom, ecnu Tebsi B3nomaroTt, TO
3M10yMbILLIEHHMKM NOSTyYaT JOCTYN TONBbKO K O4HOMY TBOEMY MPOCOUIII0 B CETU, a@ HE KO BCEM,;



4. Ecnu Tebsa B3nomanun, To HeobxoanmMo NpeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpble
pobaeneHbl y Tebsa B Apy3bsAX, O TOM, 4TO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro UMEHU
OyaeT paccbinaTbCH cnam U CCbINKN Ha (OULLNHIOBLIE CalTbl;

5. YcTtaHoBu HagexHbin naponb (PIN) Ha MOBUnbHbIN TenedoH;

6. OTkNIo4YM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan dannel 1 Apyrue BNOXeHUs B NMMCbMax, Aaxke eCrii OHU NPULLNN OT TBOUX
apysen. Jlyydwe yTouHM y HUX, OTnpaBnsanu v oum tebe atu dannol.

Lindposas penyrauus

LincdppoBasa penytaums - aT0 HeraTUBHas MM nNo3uvTuUBHas MHdopmauus B ceTu o Tebe.
KomnpomeTupylowaa uHdopmMauus, pasMelleHHas B WHTepHeTe, MOXeT Cepbe3HbIM
o6pa3oM 0TpasnTbCA Ha TBOEW pearibHOM XU3Hu. "Lindposas penytauusa™ - aTo TBOM UMUOX,
KOTOpbIN hopMmupyeTcsa ns nHdopmarmm o Tebe B MHTEPHETE.

TBOE MEeCTO Xu1TernbCcTBa, y4ebbl, TBOE PUHAHCOBOE NOSOXEHNe, 0COBEHHOCTN XapakTepa 1
pacckasbl 0 6nn3kux - BCe 9TO HaKannMBaeTCs B CETU.

MHorve nogpoCcTKM NErkoMbICNIEHHO OTHOCATCA K Nybnukauum nuUYHOW WHopmauun B
NHTepHeTe, He NoHMMas BO3MOXHbIX MNOCNeacTBUA. Thbl Jaxe He CMOXelb JoragaTbCH O
TOM, 4YTO hoTorpadus, pasmeLleHHasa 5 neT Hasag, ctana NpUYMHOM oTKasa NpuHsATbL Tebs
Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBoux potorpacmn n apyrme AencTBusi MOryT HE UCYE3HYTb
Aaxe nocne TOro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXpaHWUM 3Ty UH(OopMauuio,
rnornana nu oHa B MOWCKOBbIE CUCTEMbI U COXpaHUNach fiv OHa, a rMaBHOoe: YTO NOAYyMaloT O
Tebe okpyxatLime noan, KoTopble HanayT 1 yBUAAT 3T0. Hantu nHdopmauunio MHoro net
CMyCTsl CMOXeT NMbon - Kak 3 4oBpbIX NOBY>XAEHUI, TaK U C HAMEPEHWUEM MPUYNHUTL Bpe[.
OTO MOXeT BbITb KTO YrofHO.

OcHoOBHble coBeTbl NO 3aLlMTe UMdpPoBON penyTayunm:

1. Mogyman, npexge 4Yem 4YTO-TO NybGnmMkoBaTb W nepepasatb y cebss B 6nore wvnn B
counanbHon ceTu;

2. B HacTponkax npocunsi ycTaHOBM OrpaHUYeHusi Ha NPOCMOTP TBOEro npodunga u ero
COOEpPXKMMOro, caenan ero TosbKo "ona gpysen';

3. He pa3meLluai n He ykasbliBan MHOPMaLMIO, KOTOpas MOXET KOro-nmbo ockopbnaTb unu
obuxartb.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKK - akTUBHbIE Morib3oBaTenu uMdpoBoro npocrtpaHcTea. OgHako
Aaneko He BCe 3HAKOT, YTO MNOMb30BaHME MHOMMMU BO3MOXHOCTAMWU LMEPPOBOro Mupa
TpebyeT cobnogeHns nNpaB Ha MHTENNEKTyanbHyt0 COOCTBEHHOCTD.

TepMuH "MHTennekTyanbHas COOCTBEHHOCTb" OTHOCUTCS K pasfiMdHbIM TBOPEHUSM
YenoBeYyeckoro Yyma, HadMHas C HOBbIX W300peTeHurd W  3HaKoB, 06O3Ha4varLmXx
COBCTBEHHOCTb Ha nNPOAYKTbl W YCNyrn, W 3akaHuYMmBasi KHuramu, doTorpadusmu,
KMHOUITbMaMK U My3blKanbHbIMU MPOU3BEAEHUSMM.

ABTOpCKME npaBa - 3TO NpaBa Ha WHTeNnekTyanbHyl COBCTBEHHOCTb Ha Mpou3BeneHUs
HayKu, nuTepaTypbl U UCKycCTBa. ABTOPCKUE MpaBa BbICTYNalT B Ka4eCcTBe rapaHTum Toro,
YTO WHTENMEeKTyanbHbI/TBOPYECKMN Tpyd asTopa He OygeT HanpacHbliM, JacT emy
crnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTartax CBoero Tpyda, Mony4uTb
N3BECTHOCTb M Npu3HaHue. HUKTo 6e3 paspelueHns aBTopa He MOXET BOCMPOU3BOANTL €ro



npovsBeneHue, pacnpocTpaHATb, ny6nmn4Ho AEMOHCTpPMpOBaTh, npoaasaTb,
UMMOPTMPOBATb, NyCKaTb B NpoKaT, NyBGSIMYHO UCNOSHATL, NOKa3biBaTb/MCNOMNHATL B adoupe
nnun pasmewiatb B IHTepHeTe.

Mcnonb3oBaHne "nupaTtckoro” nporpammMHOro obecneyeHusi MoXeT MpPUMBECTU K MHOMMM
puUckam: OT NMOTEPU AaHHbIX K TBOMM akkayHTam 00 GrOKMPOBKM TBOEro YCTPOWCTBA, rae
yCTaHOBIEeHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CYLLECTBYIOT
neranbHble N 6ecnnaTHble NPorpamMMbl, KOTOPbIE MOXXHO HANTU B CETMW.



